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ABSTRACT: The biggest beneficiaries from the 

development of the Internet have been the banks. 

The banks have started offering their services by 

using the Internet, and likewise, many individuals 

have become dependent on modern techniques for 

paying the price of goods electronically. In order to 

make it easier for users, the banks have started to 

use the Internet in offering their services. Many 

people now use credit cards to pay for goods and 

services. They avoid carrying paper money which 

is often exposed to theft or loss. Therefore, the 

payment service providers play an essential role in 

pay the price of goods and services in e-

transactions.  This paper will examine the role of 

payment service providers in e-transactions in 

Palestine. In addition, this paper seeks to clarify the 

issues of security and confidentiality of the users 

during of the payment process in e-transactions. 

This study mainly used the analytical and library 

research to examine the issues of payment security 

and privacy in e-transaction. The laws of Palestine 

are used in this study to clarify the legal positions 

on the relevant issues above. It is found from this 

study that the issues of security and privacy require 

the legislations which regulate the legal matters of 

payment service providers in Palestine such as the 

security of the websites against any risks including 

viruses and hackers. Moreover, the banks are 

obliged to protect the privacy of the users when 

they open an account and provide the bank with 

their personal information. On the other hand, the 

users need information and some experience in 

using internet banking and maintain their security 

during payment and money transfers between many 

accounts. Likewise, the users need information 

about protecting their information when accessing 

the website of the bank including protecting their 

passwords and usernames and the secret number of 

their credit cards, besides of protecting their 

computers against any viruses. Therefore, the 

cooperation between the government, legislators, 

banks and the individuals is necessary to overcome 

such problems and to develop e-banking in 

Palestine and e-commerce in general. The benefit 

of this paper is to propose some recommendations 

to develop the Palestinian laws in order to address 

the issues of payment security and privacy which 

will contribute in the development of e-commerce 

in Palestine. 

KEYWORDS: PaymentService Provider, Payment 

Security, Electronic Signature, the Privacy. 

 

I. INTRODUCTION 
The biggestbeneficiaries from the 

development of the Internet have been the banks. 

The banks have started offering their services by 

using the Internet, and likewise, many individuals 

have become dependent on modern techniques for 

paying the price of goods electronically. 

In order to make it easier for users, the 

banks have started to use the Internet in offering 

their services. To this end, they have created sites 

on the Internet, enabling their clients to manage 

their accounts and do a variety of banking 

operations electronically from the place of their 

work or residence. The banks have also enabled 

their clients to pay the prices of goods and services 

electronically. Many people now use credit cards to 

pay for goods and services. They avoid carrying 

paper money which is often exposed to theft or 

loss. Therefore, the payment service providers play 

an essential role in pay the price of goods and 

services in e-transactions. 

Palestinians are comfortable in using the 

Internet for financial and banking services, and 

they are open to online transactions and payments. 

Regarding this, Palestinians are using many 

methods of payments in e-transactions and the 

highest percentage was payment by cash on 

delivery which was 86.5. In addition, the 

percentage of individuals aged 18 years and above 

in the Palestinian territory who used payment by 
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the credit card through the Internet was 15.2 % in 

2019. On the other hand, the percentage of using a 

direct debit card or electronic banking transfaring 

through the Internet was 7.5 % in 2019. However, 

the percentage decreased when using the payment 

services through the Internet which was 3.7% in 

2019.  Finally, the method of payment through 

account with mobile was the lowest percentage 

with 1.9%[1].These statistics reveal that the 

Palestinians used many methods of payments in e-

transactions, and they preferred the cash payment 

to avoid the problems which may occur in case of 

using the otherpayments methods. In fact, the 

electronic payment creates many concerns to the 

consumers especially the security and privacy 

threats which need a high level of legal and 

technology solutions. 

As a rule, security and privacy are the 

main problem that affect the wish of people in 

managing their banking accounts and financial 

operations electronically. Furthermore, a lack of 

knowledge about how to manage the financial 

operations electronically is another problem which 

reduces the percentage of using e-banking. In fact, 

all these problems have a substantial effect on the 

development of e-banking in Palestine. Therefore, 

the cooperation between the government, 

legislators, banks and the individuals is necessary 

to overcome such problems and to develop e-

banking and payment service providers in Palestine 

and e-commerce in general.  

In fact, this study attempts to examine and 

analyse the legal issues related to payment service 

providers, especially in e-transaction. In addition, 

there are many concerns about using e-banking 

services such as privacy and security. Therefore, 

the researcher will discuss the issues of e-banking 

and online payment that protect individuals during 

payments in e-transaction in Palestine. In addition, 

this study is important as it examines the 

Palestinian legislations which regulate the issues of 

security and privacy in e-transactions. 

 

II. PAYMENT SERVICEPROVIDER 
The electronic payment service provider is 

defined in the Instructions No. 1/2018 regarding of 

licensing the payment service companies: “The 

company that is licensed from the Monetary 

Authority to introducing the payment service by the 

electronic means”[2]. In addition, the Instructions 

No. 3/2020 regarding of organizing the relation of 

payment service companies with the users define 

the payment service as: “The licensed company 

from the Monetary Authority to introducing the 

payment services”[3]. It can be concluded from 

these definitions that the payment service provider 

plays an essential role in e-transactions especially 

in pay the price of goods and services. Therefore, 

the Instructions oblige the payment service 

provider in obtaining the license from the Monetary 

Authority before starting his works. In general, the 

license is an important requirement on the payment 

service provider to grants the Palestinian Monetary 

Authority the power to control and monitor their 

works in the purpose of  providing a high level of 

protection to the users during the electronic 

payments.  

The traditional payment service providers 

include the issuing of the credit card, and the 

“acquiring” bank, which is used by the merchant or 

seller, card networks and payment processors 

which process payments between merchants and 

acquiring banks [4].  

Payment charging is controlled by the 

payment service provider, which could be a 

network operator, financial institution, a credit card 

company, or an independent payment vendor [5]. 

In addition, the payment service providers can 

work by themselves or depend on a third party. 

Therefore, the Instructions No. 1/2018 regarding of 

licensing the payment service companies stipulate 

that: “The payment service provider is allowed to 

outsource any of his works to a third party in terms 

of prior written approval from the Monetary 

Authority” [6]. It can be concluded from this article 

that the payment service provider can do his works 

by himself or he can rely on a third party, and it is 

obliged to obtain an approval from the Palestinian 

Monetary Authority in case of relaying his works 

on a third party. 

In addition, the Palestinian Monetary 

Authority has the power to accept or reject the 

request of outsourcing according to article 14/2 of 

the Instructions No. 1/2018 regarding of licensing 

the payment service companies: “The Monetary 

Authority has a power to reject the request of 

outsourcing of the major operation prosses if it 

believes that outsourcing may affects on the quality 

of internal control, or if it affects on the ability of 

the Monetary Authority on its supervisory powers” 

[7]. It can be concluded that, the payment service 

provider does not have a full option in relaying on 

a third party , and this issue depends on the 

Monetary Authority which can reject outsourcing 

depending on the circumstances. Therefore, the 

payment service provider cannot rely on a third 

party if this affects on the internal works. As a 

result, this article is important to control the works 

of payment service provides and providing the 

payment services in the effective way to protect the 

user’s data during the payment prosses.  
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Furthermore, the Palestinian Monetary 

Authority regulates the instructions that allow the 

banks to outsource their operations with third party 

service providers according to the Presidential 

Decree No. 9/2010 regarding of Banking Law. The 

bank is obliged to put the full procedures on 

managing and controlling the outsourcing 

operations. In addition, the bank is obliged to 

obtain prior approval from the Monetary Authority 

for any management, renewal, or change of 

outsourcing [8].Likewise, the Instructions No. 

5/2010 regarding of automated connectivity and 

outsourcing regulated the contractual terms 

between the banks and outsourcing service 

provider, and these contracts must be compliant 

with the Palestinian laws and Instructions [9]. 

In general, it allows the Palestinian 

Monetary Authority to create the regulations of 

outsourcing and monitor the application of these 

regulations by the banks to protect the rights of the 

users, as this authority is official. This authority 

can oblige the bank to follow the regulation, and it 

can apply some penalties on the bank if it did not 

follow these regulations. An example these 

penalties include withdrawing the permission of 

outsourcing, or not giving the bank the permission 

for outsourcing.  In fact, these regulations are 

important to protect the rights of the consumers 

when they provide the bank with their information 

and the bank submit this information to the third 

party for outsourcing. Therefore, the security and 

privacy of the consumer is essential to issues and 

any problem resulting from outsourcing may affect 

the consumers. 

 

In General, There Are Many Types of Payment 

Service Providers In E-Transactions such as: 

Banks: The banks play an essential role in pay the 

price of goods and services especially in e-

transactions. Therefore, many banks started in 

providing their services by the electronic means 

especially through the Internet. The Palestinian 

Presidential Decree No. 9/2010 regarding of 

Banking Law defines the electronic banking as: 

“Using the electronic means in the enforcement of 

bankingoperations”[10].  In fact, the electronic 

banks depend on the electronic means, and the 

electronic banks play an important role as a 

payment service provider in e-transactions. 

Online Payment Service Provider:  The 

Instructions No. 1/2018 regarding of licensing the 

payment service companies define the electronic 

payment service provider as: “The company that is 

licensed from the Monetary Authority to 

introducing the paymentservices by the electronic 

means”[11]. 

Payment Card Issuer: The card issuer is: “The 

cardholder’s bank who issues the card and 

maintains the customer’s accounts”[12]. Therefore, 

the card issuer plays an important role as a payment 

service provider in e-transactions.  

 

III. ISSUES OF PAYMENT SECURITY 
The banks are an important organization 

in the global market, and they play the main role in 

the payment process in e-transactions. However, 

the security issue is a concern to all parties who are 

involving in the payment process in e-transactions 

especially the seller and buyer. 

E-banking leads to many concerns for 

businesses and individuals. In fact, businesses are 

concerned about security, so they do not offer 

online payment options, which might affect their 

customer base, as there are some customers who 

prefer to pay online. However, these customers are 

also concerned about the security of their 

information whenever they log into their respective 

online accounts [13].
 

 As an example, there were 4,818 websites 

breached every month in 2018. In addition, every 

credit cards data was sold by almost $ 45 in the 

black market. In addition, the cyber criminals can 

obtain more than $2.2 million every month from 

only 10 stollen credit cards [14]
. 

As a matter of fact, hackers attempted to 

breaking through the websites every day especially 

the bank’s websites. In this case, the hackers 

attempt to steel the credit card’s data due to the 

greediness in the benefits of these types of crimes 

as it is an easy way to collect a high sum of money 

in a short time. In addition, hackers exploit the 

weak experience of the users and the weakness of 

the websites security to execute their crimes. In 

fact, every user who has banking account is under 

the risk of having his information stolen. Therefore, 

the banks and payment service providers are 

obliged to adopt all the necessary procedures to 

prevent the attackers from breaking through their 

websites.  

Online banking depends on the security of 

the transaction, which is an important consideration 

for the costumer. The confidence of customers with 

online banking depends on the degree of security. 

Banks are attempting to attract more customers by 

increasing the levels of confidence in their security 

measures. Basically, doing so, will guarantee 

increased customer adoption of online banking 

[15].In addition, the security and trust of the 

electronic payment is essential for e-commerce. 

Electronic banking and e-payment must adopt the 

sophisticated technology to build a strong security 

system [16]. 
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For this reason, the Instructions No. 

3/2020 regarding of the relation between payment 

services companies with the users stipulates in 

article 2: “These instructions aim to regulate the 

relation between the service provider with the users 

in the security and transparency way”[17]. In 

addition, these instructions oblige the payment 

service provider in article 3 to adopt a clear policy 

to maintain the privacy of the user’s data and 

protect it [18]. Furthermore, article 4 stipulates 

that: “The payment provider must organize the 

relation with the user according to the clear 

contractual foundation which containing these 

obligations on the user: Using the payment service 

and applications in a security form accordance with 

the requirements and the procedures of its using, 

and taking all the procedures to maintain the secret 

Codes and/or passwords and any other security 

requirements”[19]. 

In brief, these instructions stress on the 

security in the relation between the users and the 

payment service providers. The security must be a 

clause in the contract, and the contractual parties 

must adopt all the security procedures during the 

payment process in e-transactions.  

On the other hand, the Instructions No. 

1/2020 regarding of the provision of service 

provider companies for electronic wallet service 

stipulate in article 2: “These instructions aim to 

regulate the works of electronic wallet service in 

the security and transparency way”[20].In addition, 

article 4 obligates the service provider in protecting 

and encryption the user’s payment orders [21]. As a 

rule, the payment process attracts more hackers to 

obtain the user’s data which are used to complete 

the payment process. Therefore, these instructions 

are important to oblige the payment service 

provider in maintaining theuser’s security when he 

pays the price of goods and services in e-

transactions.  

Moreover, the precedential decree No. 

15/2017 regarding of e-transactions also obligates 

the institutions which conducts the electronic 

business transferring in taking all the measures 

which introducing the security services to the 

customers and maintaining the banking 

privacy[22].This decree confirms on the user’s 

security during the payment process in e-

transaction due to online payment is an essential 

prosses in carrying out the obligations of the 

parties. In addition, this process is the main period 

that concerns the users regarding of their security. 

Furthermore, the Instructions No. 1/2018 

regarding of licensing the payment service 

companies clarifies the security in many articles 

especially in article 17 that stipulates: “The 

payment service provider must provide a protection 

system, and securing the electronic operations 

against the cyber-attacks, and which enabling of  

saving and storing thesystem’s data and 

participants in a secure form that guarantee its 

privacy and protection from the lost or stolen [23].” 

These instructions are important to abide the 

payment service provider in adopting 

adequatesecurity system that maintain the user’s 

data against any cyber-attacks. As a rule, the 

payment service provider can obtain the license if 

he fulfils the requirements of these instruction 

especially the security of information. However, 

the payment service provider cannot obtain the 

license of payment services if the system security is 

an inadequate. 

The bank must examine and ensure the 

security of their system and website and maintain 

the integrity and reliability of their web servers. 

The banks must adopt new technologies, while also 

having the sufficient staffs that are able to handle 

these systems [24]. 

In general, the operation of online 

payments attracts the attackers due to their greed in 

collecting a high sum of money during online 

payment. Therefore, there are many types of threats 

facing the operation of online payment in e-

transactions, such as denial-of-service attack (DoS 

attack), Man-In-Midle attack, Phishing, Pharming, 

viruses and Trojan Horses.  

A denial-of-service attack (DoS attack): 

This type of attacks makes a server overload and 

useless by asking it to repeat the tasks many times, 

using the most of resources, and finally the system 

cannot work properly. The attackers attempt to 

downtime the servers due to making the security 

feature unavailable [25]. Similarly, Man-In-Middle 

attack, the Attacker enters into the current 

connection and he can tap the connection, access, 

read and changing of data [26].  

In addition, the attacker in phishing 

pretends to be a reliable organization, and attacks 

using emails or malicious websites to obtain 

personal information. However, the hacker in 

Pharming redirects the user of Internet connection 

to a counterfeit website. Hackers can Pharm by 

changing the host file on the computer of the 

victim. Hackers make use of both pharming and 

phishing to steal online information [27]. 

On the other hand, the virus can spread 

through email or by downloading infected files, 

which lead to data changes of hard disk failure. 

Worms are independent programs that are activated 

without a need for a host program, and it spreads 

from computer-to-computer independently by 

exploiting security vulnerabilities or the errors of 
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formation in the operating systems [28]. 

Hackers design the Trojan horses as a 

beneficial application for the users in their 

computer. It is designed to spy on sensitive data 

such as passwords, which will enable the hackers to 

access the information remotely, whereas drive-by 

downloads are malware infections that occur when 

the user visits specific websites. In fact, the 

contents of the websites are legal, but there are 

malicious codes embedded into it [29].
 

Based on the preceding discussion, it is 

argued that there are many types of security threats 

to individuals using the Internet for transactions, 

and most of these threats are viable when they are 

paying for goods online. Therefore, it is the 

responsibility of the payment institution to ensure 

that their system is protected against all forms of 

attacks from the outside. 

In fact,the issue of security threats is 

pertinent in Palestine.  It was reported that the 

percentage of individuals aged 18 years and above 

in the Palestinian territory who are threatened by 

hacking and illegal access into their data was 2.6% 

in 2019. In addition, the percentage of individual 

who are exposed to spy on their data was 1.7%. On 

the other hand, 2% of individuals had their personal 

information stolen such as passport number and 

password, while 1.1% had their internet 

communication Intercepted [30]. 

These statistics indicate that the 

individuals in Palestine face many types of security 

threats in e-transactions, especially threats from 

illegal access and stolen personal. More protection 

is needed in Palestine if it is to be a viable option. 

A password is an important layer of 

protection for users during e-transaction, and the 

important issue is avoiding insecure password. 

Therefore, the users require to adopt more difficult 

password that forbidden the attackers from tracking 

it [31].In addition, using One Time Password is 

important to protect the users in e-transactions due 

to the password is used one time and the user 

cannot use the same password across the site, as 

they chose a random password every login [32]. 

furthermore, using a One-Time Password 

represents the most common protection against 

attacks. This Password is used once and is valid for 

five minutes. First, the user enters the user ID and 

Pin number for authentication, and then they are 

sent their one-time password via SMS to their cell 

phones [33]. 

The security of e-transaction is an 

important issue for the consumers, merchants, and 

institutions. Security breaches means breaking the 

illegal access to private information by 

unauthorised person, such as names, addresses, 

passwords, and credit cards [34].Online banks and 

online payment institutions should adopt the 

adequate system hardware, operating, and 

application software, and the networks and 

communication systems that can protect the user 

and the payment institution against any attacks. 

The payment institution should have an agreement 

with an independent security company that can 

ensure the security of network device, web server, 

and the web application [35]. 

Identificationand authentication, 

encryption, and firewalls mechanism are important 

methods to ensure the security of e-banking. The 

identification of online banks is a form of known 

Internet address or Uniform Resource Locator 

(URL), whereas the identification of users depends 

on their login ID and password to ensure that only 

one person has access to one account. E-banks also 

adopt the Secure Socket Layer (SSL) browser, 

which encrypts the messages between the user and 

online banks to prevent anyone else from accessing 

the information exchanged between the banks and 

the users. Basically, a multi-layered security 

architecture, which includes firewalls, filtering 

routers, encryption and digital certification protects 

the information of users from any illegal access 

[36].The security of online payment depends on the 

cooperation between both banks and users, 

especially when the users are aware of how to 

protect themselves during payment [37]. 

Users should not store or reveal their 

personal information, such as PIN numbers or 

passwords, to anyone. In addition, it is important 

that passwords are changed regularly, and ensure 

that a user has logged out of his account once he is 

done with his transactions [38]. 

Online banking and financial institution 

need to pay more attention to the issues of security 

during of e-transaction. In fact, the money attracts 

more hackers who focus on breaching financial 

institutions. The security against threats during an 

electronic transaction, especially online payment, is 

essential. Banks and payment providers should take 

all precautions during online payment to protect 

themselves against the security threats, and to 

protect the users as well, because the high level of 

security protects all parties and increases the 

confidence of users in payment institutions. 

In fact, the Palestinian laws give more 

attention regarding the issues of online banking, 

especially security in the websites. The Presidential 

Decree No. 9/2010 regarding of Banking Law 

allows the electronic services of banking without 

mentioning any issues of electronic banking 

security, such as the security of the online system 

against any threats; which may face the clients 
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when accessing the website of the bank to transfer 

money to pay for the goods in e-transactions. On 

the other hand, the regulations of the Palestinian 

Monetary Authority No. 5/2009 regarding of 

security and safety, clarifies the obligations of the 

banks in security and safety in general, without 

discussing the security of the website of the banks 

in online banking services.  

The instructions of the Palestinian 

Monetary Authority No. 5/2009 regarding of the  

security and safety requirements, stipulates: “The 

banks are obliged to preserve the computer system, 

reports, tapes and CDs by: keeping the main server 

of the bank in a safe place, and insuring its 

continuous function. In addition, to put and 

implement the instructions and procedures of 

control which prevent unauthorised persons from 

accessing it to protect the data and information 

from any change” [39]. 

These instructions obligate the bank to 

adopt all the procedures of safety of the server 

system to prevent any access to this system by 

unauthorised persons. However, these regulations 

are unclear about the security of the bank’s 

computer system offering online banking services. 

Therefore, adding further regulations that obligate 

the bank in providing a higher level of security in 

their websites against any threats is an important 

issue; in particular there are many banks in 

Palestine offering online banking services such as 

the Arab Bank. 

It is noteworthy to see that the Arabic 

Agreement of Fighting Information Technology 

Crimes provides for the types of cybercrimes; they 

include illegal access to information technology. 

The penalty becomes severe if this access causes 

any deletion, change, copy or transfer of data. In 

addition, producing, selling or purchasing any tools 

or programs to commit crimes of information 

technology is a type of these crimes [40]. 

This agreement clarifies the types of crime 

in information technology. As a rule, producing the 

programs that aim to access or destroy data is 

illegal, such as producing viruses to destroy the 

data at the website of online banking. This 

agreement helps protecting the data of the users 

against unauthorised access in case of e-

transactions; when they use the website of the bank 

to pay the price of goods and services. In addition, 

fighting information technology crimes needs 

international cooperation as internet is an open 

international space. In general, the laws that punish 

the cybercrimes are not enough to protect the 

website of online banking against any threats that 

may face the users during the payment the price of 

goods in e-transactions. Therefore, the bank is 

obliged also to take all necessary procedures to 

protect the website against any threats when it 

offers online banking services. 

 

IV. ENCRYPTION AND ELECTRONIC 

SIGNATURE 
The Palestinian precedential decree 

No.15/2017 regarding of the electronic transactions 

defines the electronic signature as: “A collection of 

electronic data whether it was letter, numbers, 

symbols or any other similar form associated with 

the electronic transaction in the form that allows to 

identify the signatory who signed it, and 

distinguish him from others in a purpose of  

approval on the content of electronic transaction” 

[41]. 

On the other hand, Article 2/a of 

UNCITRAL Model Law on Electronic Signatures 

stipulates: “Electronic signature”, meaning data in 

electronic form in, affixed to, or logically 

associated with, a data message, which may be 

used to identify the signatory in relation to the data 

message, and to indicate the signatory’s approval 

of the information contained in the data message 

[42].The electronic signature, in other words, is the 

data in the form of letters, numbers, symbols, and 

signals that are included in data messages, and are 

used to identify the identity of signatory and his 

acceptance of the information and data in the data 

message.  

It is argued from all of these definitions 

that electronic signature is attached to electronic 

data or data message by the signatory. The 

electronic signature identifies the fact that the 

signatory accepts all the information inside the 

message.  

Moreover, the certification authority plays 

a critical role in the creation of the certification for 

electronic signature. The role of these authorities is 

to verify that the signatory owns the electronic 

signature by issuing a certificate. The Guide to 

Enactment of the UNCITRAL Model Law on 

Electronic Signatures (2001) identifies the role of 

Certification authority in verification of electronic 

signature [43]“As a type of solution to some of 

these problems is the use of one or more. One type 

of solution to some of these problems is the use of 

one or more third parties to associate an identified 

signatory or the signatory’s name with a specific 

public key. That third party is generally referred to 

as a “certification authority”, “certification service 

provider” or “supplier of certification services” in 

most technical standards and guidelines (In a 

number of countries, such certification authorities 

are being organized hierarchically into what is 

often referred to as a “public-key infrastructure” 
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(PKI))”[44].  

On the other hand, the precedential decree 

No. 15/2017 regarding of e-transactions  stipulates 

that: The ministry [45] verifies that the electronic 

signature or the electronic record was fulfilment 

from a particular person,  to follow the changes and 

errors in the electronic signature or the electronic 

record after it created [46]. This article clarifies the 

role of ministry in verifying the information of 

electronic signature and the information of the 

electronic record. Basically, the electronic 

signature and the electronic record should be valid 

to protect anyone who deals with the signatory and 

depend on his signature in e-transactions.  

In addition, the ministry must close any 

company provides the electronic authentication 

services or electronic signature without obtaining 

the license. Furthermore, the ministry can cancel 

the license or stop it with limited time if the 

licensee violates the terms of license or the law 

[47]. The license is important to obligate the 

authentication service company in compel the 

terms of law, and to allow the ministry to control 

the works of these companies as they play an 

essential role in e-transaction as a third parties. 

Moreover, the Instructions No. 1/2020 

regarding of the provision of service provider 

companies for electronic wallet service obliges the 

service provider in protecting and encryption the 

user’s payment orders [48]. The encryption of 

information is important to protect it during the 

payment process because there are many threats 

regarding the security of payment processes and 

hackers trying to intercept the payment data in e-

transactions.  

In fact, the payment service providers are 

obliged to ensure all information pertaining to 

electronic signature prior to implementing the 

payment process, especially in electronic 

transactions. The bank is obliged to verify the 

relations between an electronic signature and the 

person possessing the certificate. Moreover, the 

bank is expected to check the information from 

their respective sources vis-à-vis the clients from 

the Certification Authority Service Provider. In 

short, the bank would be liable if it implements the 

process of payment in e-transactions using forged 

signatures or wrong information, especially if it 

failed to verify all of the information that they got. 

Generally, security is crucial in e-

transactions, especially in the electronic payment. 

Electronic signature is important in electronic 

payment, as it maintains the security of the payer 

when paying in an e-transaction. In addition, 

electronic signature is important, as it reduces the 

disputes between the parties in a payment operation 

by verifying the identity of the parties while 

preventing any changes to the message. 

The Palestinian precedential decree No. 

15/2017 regarding of e-transactions clarifies the 

provisions of electronic signature and the role of 

the Certification Authority Service Providers. 

These provisions protect the consumer against 

fraud on the internet, in particular when the 

merchant provides the consumer with wrong 

information about his signature, or if he provides 

him with an expired signature certificate. The 

consumer can verify the certification from 

Certification Authority before signing the 

electronic contract and paying the price. 

Furthermore, the electronic signature introduces 

more protection to the consumer in e-transactions, 

as no one can read the content of information, or 

make any change in the content of the message. 

This issue is important in the period of the payment 

of goods in e-transactions; as the consumer sends 

the information of payment in a cryptographic way, 

and no one can read this information without 

collecting the keys.  

 

V. PRIVACY ANDCONFIDENTIALITY 
The consumers rely on his experience in 

computer and new technology in his adoption of 

electronic banking. A consumer faces many 

concerns during the usage of electronic banking, 

such as the integrity of the password, privacy, data 

encryption, hacking, and the protection of personal 

data. Therefore, the consumer needs experience in 

computer and Internet connection in the course of 

electronic banking [49].
 

The financial institutions should maintain 

the privacy of the users during the electronic 

transferring. The Palestinian precedential decree 

No. 15/2017 regarding of e-transactions stipulates: 

Any financial institution practices the electronic 

transferring of money, obliged in: Adopting all the 

procedures to introduce the security services to the 

customers and maintain the banking privacy [50]. 

Furthermore, the Instructions No. 3/2020 regarding 

of organizing the relation of payment service 

companies with the users stipulate that the service 

provider must adopt a clear policy to maintain the 

privacy of the user’s information and protect it 

[51]. 

 In addition, the Instructions No. 1/2018 

regarding of licensing the payment service 

companies oblige the payment provider and all his 

workers in protecting the privacy of the customer’s 

information and documents. In addition, they are 

not allowed from disclose the information or allow 

others from seeing it. However, disclosure the 

information requires a written permitting from the 
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customer or a decision of court. Furthermore, there 

are some exceptions on the requirement of 

protecting the privacy such as disclosure the 

information to the Monetary Authority [52]
. 

These articles are important to protect the 

privacy of the users during the payment in e-

transactions. In addition, these articles oblige the 

payment service provider in adopting all the 

security procedures and protecting the privacy of 

the users. It can be concluded from these articles, 

that the payment service provider would be liable 

in case of disclosure the user’s information without 

any permission from the law or the users. 

The precedential decree No. 15/2017 

regarding of e-transactions clarifies the liability of 

the financial institution in the case of a breached 

account caused by a lost credit or debit card. The 

liability in this case depends on the wrongdoing or 

negligence of the institution that leads to the access 

of the account of the clients. However, the financial 

institution is not liable in the case of illegal usage 

of the client's account due to their negligence.  

Article 30/1 of the precedential decree No. 

15/2017 regarding of e-transactions stipulates that: 

“The client is not liable for any legal restriction 

[53] on his account through an electronic transfer 

that happened after he informed the financial 

institution about the possibility of accessing his 

account by an intruder, or losing his card, or the 

probability of knowing his pin number, and 

demanding from the financial institution to stop the 

service of electronic transfer [54].” 

In addition, article 30/2 of the precedential 

decree No. 15/2017 regarding of e-transactions 

stipulates: “The bank is not liable for illegal use of 

the client's account if it is proved that the client 

contributed in this use and the institution fulfilled 

its obligations to avoid any illegal use for this 

account  [55].” 

Moreover, article 29/2 of the precedential 

decree No. 15/2017 regarding of e-transactions also 

obliges the institutions which conducts the 

electronic money transfaring inadopting the 

measures to introducing the security services to the 

customers and maintaining the banking privacy 

[56]. Therefore, the financial institution would be 

liable under the provisions of contractual liability 

in case of breaching the privacy of customers. 

These institutions should protect the privacy and 

the information of its customers during the process 

of electronic transactions. In fact, the customer 

provides the institution with their personal 

information prior to and after the signing of the 

contract. It is therefore the responsibility of the 

institution to maintain the privacy of the customers. 

furthermore, the Presidential Decree No. 

9/2010 regarding of Banking Law obliges the bank 

in protecting the privacy of its customers regarding 

their personal and financial information. Article 32 

provides: “All current and previous board of 

directors members of the bank, key officials, staff, 

auditors, consultants, in banks and lending agencies 

have to protect the confidentiality of their client’s 

information which reaches them by the 

nature/virtue ?of their jobs, and it is not allowed for 

any of them to reveal this information or to allow 

anyone outside the bank or lending agency to see 

such information, this confidentiality is valid to 

anyone who by the nature of his /her job directly or 

indirectly can view such information, except if it is 

according to the following: a. A written approval 

from the client b. A judgment by a Palestinian 

court [57].” 

Usually, the customer provides the bank 

with his personal information when he aims to 

open an account at the bank. Therefore, this article 

is important to protect the privacy of the customer 

in case of online banking, especially personal 

information, the details of their account number 

and the number of the payment card. In addition, 

this law forbids all the staff in the bank who knows 

any information about the client from disclosing 

this information; and the members of staff are also 

forbidden from enabling anyone from viewing this 

information. 

It is worth noting that, the Presidential 

Decree No. 9/2010 regarding of Banking Law 

provides some instances that enable the banks of 

disclosing the information of the client as an 

exception of protecting privacy, and these instances 

are limited by law. Therefore, the banks are obliged 

to protect the privacy of their clients except if there 

is any legal reason according to the Presidential 

Decree No. 9/2010 regarding of Banking Law. This 

decree provides: “The following cases are 

exceptions in paragraph (2) of this article with the 

commitment to confidentiality of information: a. 

Disclosure for legal duties to an external auditor 

according to this law. b. Disclosure of information 

and documentation requested by the Palestinian 

Monetary Authority or its assigned staff. c. Issuing 

a certificate or revealing a reason for refusal to cash 

any cheques upon the request of the client d. 

Limited disclosure of information in accordance to 

the money laundering law and its instructions 

[58].” 

Regarding this article, the banks cannot 

disclose the information of their clients, except if 

there is any legal reason; and they can just disclose 

this information for the specific persons and 

reasons. Therefore, the banks would be liable if 
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they disclose the information of their clients as they 

breach their privacy, except if they prove that 

disclosure is under a legal reason and for the 

authorised person or entity, such as the Palestinian 

Monetary Authority. 

It can be argued that Presidential Decree 

No. 9/2010 regarding of Banking Law and the 

Instructions No. 1/2018 regarding of licensing the 

payment service companies stipulate the similar 

provisions about protecting the privacy of the users 

by the payment service providers. These articles 

are important in protecting the privacy of the users 

when they pay the price of goods and services 

through the Internet.   

Generally, banks secure their clients’ 

personal information when they open an account. 

Moreover, clients are not willing to disclose their 

information, and the banks are obliged to maintain 

the privacy of their clients. Therefore, this law 

protects the privacy of the consumers against any 

disclosure of the client’s information to 

unauthorised parties in e-transactions, especially in 

financial transactions.  
 

VI. CONCLUSION 
The electronic bank bears the liability for 

breach of contract for any harm caused to the client 

upon using the site of the electronic bank. The 

liability is contractual if the conditions exist and 

are the correct contract between the client and the 

bank, and that the bank has breached his 

obligations towards the client. One example is its 

failure to transfer the amount of money to the 

merchant from the account of the client within a 

limited time or its failure to transfer this money. In 

this case, the bank would be liable, and it is obliged 

to pay compensation for this harm, which happened 

to the client, according to the liability for breach of 

contract. 

The liability of electronic bank might be 

tort if the bank, caused harm to the other without 

any contract between the bank and harmed person. 

An example is when the contract between them is 

void or terminated. 

Protecting the privacy of users is crucial in 

the development of e-transaction, which motivates 

the individual to purchase goods and services 

through Internet. The laws protect the privacy of 

the users in re-transactions, in particular during the 

payment of the price of goods. Therefore, the banks 

are obliged to protect the user’s information against 

any threats. The Palestinian Presidential Decree 

No. 9/2010 on Banking Law obligates the banks to 

protect the privacy of users when they provide the 

bank with their information. This law provides the 

protective provisions in the banking law as 

obligations of the banks in all works, without 

clarifying the special protection in e-transactional 

issues. Furthermore, the precedential decree No. 

15/2017 regarding of e-transactions regulates the 

provisions ofprivacy protection during the 

electronic money transferring as the environment 

of the internet needs special provisions besides the 

general ones.  

The payment institutions are obliged to 

protect users when they are paying online, which 

will increase user satisfaction and also shield 

themselves from liabilities. Digital signature is 

crucial in electronic payments as it helps maintain 

security in the course of online payments, as it 

verifies the identity of the parties, and keeps any 

payment messages from being altered. 

Most of the Palestinian banks offer online 

banking services, and every user who has an 

account can access the website of the bank and 

manage his financial operations electronically 

anywhere. In fact, the Palestinian laws regulate this 

issue with independent provisions, especially the 

liability of payment service provider relating to the 

security and privacyprotection in e-transaction. The 

researcher discussed many instructions from the 

Palestinian Monetary Authority which regulates the 

user’s security and privacy in e-transactions with 

independent provisions as a special issue.  

The Palestinian laws and instructions 

regarding of the banks detailed the issues of 

outsourcing the bank’s services to the third-party 

service provider and oblige the payment service 

providers in protecting the privacy and the security 

of the users during of outsourcing. 

In fact, the issue of security and privacy 

has a substantial effect on the development of e-

banking and payment service providers in 

Palestine. Therefore, the cooperation between the 

government, legislators, banks and the individuals 

is necessary to overcome such problems and to 

develop e-banking in Palestine and e-commerce in 

general.  

As a result, the issues of security and 

privacy require the legislations which regulate the 

legal matters of payment service providers in 

Palestine such as the security of the websites 

against any risks including viruses and hackers. 

Moreover, the banks are obliged to protect the 

privacy of the users when they open an account and 

provide the bank with their personal information. 

On the other hand, the users need information and 

some experience in using internet banking and 

maintain their security during payment and money 

transfers between many accounts. Likewise, the 

users need information about protecting their 

information when accessing the website of the bank 
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including protecting their passwords and usernames 

and the secret number of their credit cards, besides 

of protecting their computers against any viruses.  
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